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CYBER SECURITY
MODULE-01
Cyber Meaning: Cyber refers to anything related to computers, information technology
(IT), virtual reality, the internet, or digital communication systems.
The cyber Means + Anything Involving Computers +The internet+ And Digital system.
Example: Computer center,Data Centre etc..

Security Meaning: Security is the protection of people, information, or systems from harm,

loss, or unauthorized access.
It ensures safety, trust, and reliability in both the real and digital world.
Example:
1. Physical Security (Daily Life Example)
Locking your house door = Prevents strangers from entering the lock provides
security for your home.
2. Digital Security (Computer Example)
Using a password for your Gmail account = Prevents others from reading your
personal emails. The password provides security for your online identity.
Data: Data is a collection of information (raw of facts)Figures, Symbols.
1. INTRODUCTION TO CYBERSECURITY:
Cybersecurity is the practice of protecting computers, networks, programs, and data from

unauthorized access, cyberattacks, damage, or theft using technologies, processes, and security
measures.
e Cybersecurity is the practice of protecting computers, networks, software, and
data from digital attacks, theft, or damage.
e Itis a combination of technologies, processes, and practices designed to safeguard

digital information and ensure safe communication over the internet.
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In today’s world, where almost everything (banking, education, shopping, healthcare,
government services) is online, cybersecurity has become essential for individuals,
organizations, and nations.
Why Cybersecurity is Important:
e Protects personal data (like passwords, bank details, Aadhar info).
e Safeguards organizations from hacking and financial loss.
e Ensures confidentiality, integrity, and availability of data.
e Prevents cybercrimes such as fraud, phishing, and identity theft.
e Protects critical infrastructure (banks, hospitals, power plants).
Core Principles of Cybersecurity :
» Confidentiality — Only authorized people can access information.
Example: Only you can log in to your Gmail with your password.
> Integrity — Data must remain accurate and unchanged.
Example: Online exam marks cannot be altered by hackers.
» Availability — Information should be available when needed.
Example: Online banking should always work without downtime.

History of Cyber Security:

Cybersecurity has evolved alongside the growth of computers, networks, and the internet. Its

history can be divided into different stages.

¢ 1. 1940s-1960s: The Beginning (Early Computers)

o Cybersecurity was not a concern because computers were large, isolated machines
with no networks.
o Threats were mainly physical access (stealing punch cards, damaging machines).
4 2.1970s: Birth of Computer Security
e 1970s introduced mainframe computers connected via ARPANET (the early
internet).
o First cyber threats appeared:
o Creeper Virus (1971) — First experimental self-replicating program.
o Reaper Program was created to delete Creeper (first antivirus).
e The term “computer security” started gaining importance.
4 3. 1980s: Rise of Viruses & Hacking

e Personal computers became common — more targets for attackers.
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e Famous viruses:
o Brain Virus (1986) — First PC virus, created in Pakistan.
e Morris Worm (1988) — One of the first worms to spread on the internet, causing
major disruption.
e In 1986, the Computer Fraud and Abuse Act (CFAA) was introduced in the US
(one of the first cybersecurity laws).
@ 4.1990s: Internet Growth & Cybercrime
o Internet became global — Cyber threats increased.
o Hackers attacked websites, stole credit card data, and spread viruses through email.
« Famous malware:
o ILOVEYOU Virus (2000) — Spread via email attachments, caused $10
billion in damage.
o Firewalls and antivirus software became common security tools.
@ 5. 2000s: Advanced Threats & Cyberterrorism
o Cyberattacks became more organized and financially motivated.
« Phishing attacks, ransomware, and data breaches increased.
o Governments and companies started creating cybersecurity policies and dedicated
security teams.
e 2007 Estonia Cyberattack — First large-scale cyberattack on a country (government
and banks).
& 6. 2010s: Rise of Cybersecurity Industry
e Cloud computing, smartphones, and loT increased vulnerabilities.
e Stuxnet (2010) — A sophisticated worm that targeted Iran’s nuclear plants.
o Cybersecurity became a global issue, with billions lost to data breaches (Yahoo,
Facebook, Equifax).
4 7. 2020s — Present: Al, Ransomware & Global Cybersecurity
o Cybersecurity focuses on artificial intelligence, machine learning, and blockchain.
« Ransomware attacks became a global threat (WannaCry, Petya, etc.).
o Nations treat cybersecurity as part of national defense.
o Cybersecurity laws and international cooperation are increasing.

Common Cybersecurity Threats

e Viruses, Worms, Trojans — Malicious software that damages systems.

e Phishing — Fake emails tricking users to share sensitive info.
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o Ransomware — Hackers lock files and demand money.
o DDoS Attacks — Flood a website with traffic to shut it down.

e Insider Threats — Employees misusing company data.

Cyber Security
Cyber(Computer System Security(Network
System,Network, Security/Programming
program data) Security)

Tools Cybersecurity

H

. Antivirus & Anti-Malware Tools
o Detect and remove viruses, trojans, spyware, and worms.

o Examples: Avast, Norton, Kaspersky, Malwarebytes

N

. Firewalls
« Monitor and control network traffic (incoming & outgoing).
e Types: Hardware firewall, Software firewall
o Examples: pfSense, Cisco ASA, Windows Defender Firewall
3. Intrusion Detection & Prevention Systems (IDS/IPS)
o Detect suspicious activity in networks and block attacks.
o Examples: Snort, Suricata, OSSEC
4. Encryption Tools
o Protect data by converting it into unreadable format.
o Examples: VeraCrypt, BitLocker, OpenSSL, AxCrypt
5. Network Security Tools
« Scan and monitor networks for vulnerabilities.
o Examples: Wireshark (packet analysis), Nmap (network scanning), Nessus

(vulnerability scanner)

D

. Password Management Tools
« Store and manage strong, encrypted passwords.

o Examples: LastPass, Dashlane, KeePass

\l

. Security Information & Event Management (SIEM) Tools

e Collect, analyze, and monitor security logs in real-time.
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o Examples: Splunk, IBM QRadar, ArcSight
8. Penetration Testing Tools

e Used by ethical hackers to test security strength.

o Examples: Metasploit, Burp Suite, Kali Linux
9. Cloud Security Tools

o Protect cloud-based applications and data.

o Examples: Prisma Cloud, Microsoft Defender for Cloud, Cloudflare
10. Backup & Recovery Tools

o Create copies of important data to prevent loss.

o Examples: Acronis, Veeam, Google Drive Backup

1.2 DEFINING CYBERSAPCE AND OVERVIEW OF COMPUTER AND WEB TECHNOLOGY

Cyber: Cyber means anything connected to computers, networks, or the internet.
Space: Space is the area or gap between two objects or within a place

Definition of Cyber space :Cyber space is the virtual Environment where digital communication, Data

Exchange and online transaction take place through computer network especially the internet.
Cyber space is the

+

Virtual Environment

+

Where digital communication,

+

Data Exchange and

+

Online transaction take place through

+

Computer network

+
Especially the internet.

Cyberspace is the virtual environment where digital communication, data exchange, and online

interactions take place through computer networks, especially the internet. It includes everything

from websites, social media, emails, cloud storage, to digital banking and government portals.

Real-World Example of Cyberspace:

Imagine you're using Google Chrome on your smartphone to:

Chat on WhatsApp Web
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Send an email via Gmail

Attend a Zoom meeting
Transfer money using Google Pay
Browse videos on YouTube

Cyber Space also called as cyber area(IT is virtual Environments)

Components of Cyberspace:
1.Network

2.Internet

3.Data

4.Digital platform

1.3 OVERVIEW COMPUTER AND WEB TECHNOLOGY

Overview of computer and web technology are the integral part of our modern world

+
Shaping +How we communicate +work learn entertain over selves

Computer Technology in cybersecurity:
1. Hardware: The physical parts of a computer system.

Examples: CPU, RAM, Hard Disk, Monitor, Keyboard, Router, Servers.
Role in Cybersecurity: Specialized hardware like firewalls, biometric scanners, and security

chips (TPM) protect devices from unauthorized access.
2. Software: The set of programs and operating systems that make hardware usable.

Examples: Windows, Linux, MS Office, Antivirus, Firewalls, Security Patches.

Jsscacs 2025-2026 Ms. Roopa




CYBER SECURITY

Role in Cybersecurity: Security software prevents malware, manages authentication, and ensures
secure communication (e.g., antivirus, encryption tools).

3. Networking: Connecting multiple computers/devices to share information and resources.
Examples: LAN, WAN, Wi-Fi, Internet, Routers, Switches.
Role in Cybersecurity: Network security tools (like VPNs, IDS/IPS) protect data while it is
transmitted across networks.

4. Security: Mechanisms to protect computer systems and data from unauthorized access,

misuse, or attacks.

Examples: Firewalls, Multi-factor authentication, Encryption, Backup Systems.
Role: Ensures CIA Triad — Confidentiality (only authorized access), Integrity (data accuracy),
Availability (data available when needed).

5. Processing Power: The ability of a computer’s CPU (Central Processing Unit) and GPU
(Graphics Processing Unit) to handle tasks efficiently.
Examples: Multi-core processors, High-speed GPUs, Cloud-based computing power.
Role in Cybersecurity:
Faster processing enables encryption/decryption of data.
Supports real-time threat detection using Al & Machine Learning.
Handles big data analysis for identifying cyberattacks quickly.
Computer Technology = Hardware + Software + Networking + Security + Processing Power

— All these work together to build strong, secure, and efficient computing systems.
Web Technology in Cybersecurity
Web Technology provides the foundation for the World Wide Web (WWW), enabling access,

sharing, and development of online applications.
In Cybersecurity, it ensures safe communication, secure browsing, and protection of web-based

services from cyberattacks.
1) WWW (World Wide Web):A system of interlinked hypertext documents accessible via the
internet using HTTP/HTTPS protocols.
Cybersecurity Role: Uses HTTPS (SSL/TLS encryption) to secure communication.
o Protects against phishing, malware websites, and data breaches.
Example: Online banking portals use SSL certificates to secure customer transactions.

2) Web Browser: Software that allows users to access and interact with the WWW.
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3)

4)

5)

6)

Examples: Chrome, Firefox, Safari, Edge.
Cybersecurity Role: Provides pop-up blockers, anti-phishing filters, sandboxing.
o Warns users about unsafe or fraudulent websites.
o Stores passwords securely with encryption.
Example: Chrome alerts when visiting an unsecured HTTP site.
Web Development: Process of designing and building websites and web applications using
HTML, CSS, JavaScript, PHP, Python, etc.
Cybersecurity Role: Developers must apply secure coding practices.
o Prevent vulnerabilities like SQL Injection, XSS, CSRF.
o Ensure user authentication, input validation, and data encryption.
Example: An e-commerce website validates user inputs to prevent hacking.

Web Security: Protecting websites, web applications, and online data from cyberattacks.
Techniques Used: Web Application Firewall (WAF) — Blocks malicious traffic.

o SSL/TLS Certificates — Encrypt data.

o Regular Patching & Updates — Fix vulnerabilities.

o DDoS Protection — Prevent denial of service attacks.
Example: A company uses Cloud flare WAF to block attacks on its website.
Web Servers: Software/hardware that stores and delivers web pages to users via browsers.
Examples: Apache, Nginx, Microsoft IIS.
Cybersecurity Role:Must be configured securely to prevent unauthorized access.

o Uses firewalls, intrusion detection systems, and server hardening.

o Protects against DoS/DDoS attacks, malware injections.

Example: Apache server with mod_security blocks malicious HTTP requests.
Web Standards:Rules and guidelines (by W3C, IETF) that ensure websites work
consistently and securely across all platforms.
Cybersecurity Role:Use of standard protocols (HTTPS, TLS, OAuth, OpenID) for
authentication and secure communication.

o Accessibility and semantic standards improve security and reliability.
Example: W3C recommends using Content Security Policy (CSP) to prevent XSS

attacks.
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e  WWW - Provides global information sharing, secured by HTTPS.

e Web Browser — Entry point for accessing the web, must be secure.

e Web Development — Secure coding is essential.

e Web Security — Protects against cyberattacks.

e Web Servers — Deliver content, need hardening.

o Web Standards — Ensure safety, interoperability, and reliability.

1.4 ARCHITECTURE OF CYBERSPACE

Architecture = The structured design and organized arrangement of components to form a

complete system.

e The architecture of cyberspace is the structured design and organization of
hardware, software, networks, people, data, and security that together create
and manage the digital world.

e Architecture of cyberspace is the layered structure that organizes computers,
networks, data, users, and security into the digital environment.

Design and structure +arrangement of components in system

+

Refers to how to digital world is organised using layers+components+Technology

1. Physical Layer (Infrastructure Layer):The hardware and physical devices
that make cyberspace possible.
o Examples: Computers, servers, routers, fiber optic cables, satellites, smartphones.
o Real-world example: When you use Wi-Fi in a café, the router, your laptop, and the
internet cables form the physical layer.
2. Network Layer (Internet Layer): The communication system that connects devices over
the internet.
o Examples: IP addresses, ISPs, TCP/IP protocols, routing.

o Real-world example: When you open www.amazon.com, your device uses the

internet layer to find Amazon’s server via IP and connect.
3. Logical Layer (System/Software Layer):The rules, protocols, and software that manage
how data flows.
o Examples: Operating systems, browsers, DNS, HTTP/HTTPS, encryption.
o Real-world example: Your browser (Chrome/Edge) uses HTTPS and DNS to load

the Amazon website securely.
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4. Information Layer (Data Layer):The actual content stored, transferred, and shared in
cyberspace.
o Examples: Emails, web pages, multimedia files, databases, social media posts.
o Real-world example: On Amazon, the product details, images, shopping cart data
belong to the information layer.
5. Human Layer (User Layer): People who interact with cyberspace.
o Examples: Users, IT admins, developers, hackers, policymakers.
o Real-world example: You as a customer browsing and purchasing products on
Amazon are part of the user layer.
6. Security Layer (Across All Layers): Protects all other layers from cyber threats.
o Examples: Firewalls, antivirus, encryption, two-factor authentication, policies.
e Real-world example: When you log in to Amazon, OTP (One Time Password) and
SSL encryption protect your account and transactions.

Real-World Example: Online Banking

« Physical Layer: Bank’s data center servers and ATM machines.

« Network Layer: Internet connection between user and bank server.

o Logical Layer: Secure HTTPS protocol, banking software.

o Information Layer: Account balance, transaction records.

o User Layer: Customer, bank staff, hackers.

e Security Layer: Encryption, OTP, firewalls, biometric authentication.

Human layer( User Layer using people)

Information Layer(Data Layer)

Logical Layer(System/Software Layer) Security layer(To Provide
the security for all layers)

\

Network layer(Internet Layer)

Physical Layer(Infrastructure Layer)

Fig 1.4.1ARCHITECTURE DIAGRAM OF CYBERSPACE
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1.5 COMMUNICATION AND WEB TECHNOLOGY

Communication and web technology are the backbone of the digital world. Every online

activity - emails, chats, web browsing, online banking, e-commerce, or cloud services—
depends on secure communication and web technologies.

In cybersecurity, the goal is to protect communication channels and web platforms from
threats like hacking, phishing, data theft, and malware attacks.

1.5.1. Communication in Cybersecurity

Communication refers to the transfer of information between two or more entities through
networks.
¢ Cybersecurity ensures that this communication remains confidential, authentic, and
tamper-proof.
Key Security Aspects:
e Encryption: Protects data during transmission (e.g., SSL/TLS).
« Authentication: Verifies sender/receiver identity (e.g., MFA, digital certificates).
e Integrity: Ensures data is not altered (hashing, checksums).
o Availability: Ensures communication systems are not disrupted (against DDoS
attacks).
Examples in Real Life:
e Secure video conferencing with end-to-end encryption (Zoom, Teams).
e Using a VPN to securely access corporate resources remotely.
« Sending an email with TLS encryption to prevent interception.

1.5.2. Web Technology in Cybersecurity

Web technology includes the tools, protocols, and platforms that enable web applications
and online services. Cybersecurity ensures these technologies are safe from exploitation.
Key Components:
1. Web Browsers (Chrome, Edge, Firefox):
o Vulnerabilities: Malicious extensions, phishing pop-ups.
o Security: Sandbox environment, HTTPS lock icons, safe browsing.
2. Web Servers (Apache, Nginx, 11S):
o Vulnerabilities: DDoS, brute-force, misconfiguration.
o Security: Web Application Firewalls (WAF), patches, access control.
3. Web Development Technologies (HTML, CSS, JavaScript, PHP, SQL):
o Threats: SQL Injection, Cross-Site Scripting (XSS), CSRF.
o Security: Secure coding, input validation, OWASP guidelines.
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4. Web Standards & Protocols (W3C, IETF):
o Secure protocols like HTTPS, OAuth, SAML help protect authentication and
data.

Role in Cybersecurity

o Communication Security — Protects messages/data as they travel.
e Web Security — Protects data and services once they reach the website or
application.
Together, they provide end-to-end protection for users and organizations.
Real-World Example
Online Banking System:

e Communication Security: HTTPS + SSL encryption protect transactions between

user and bank.

e Web Technology Security: Secure login (MFA, OTP), firewalls, and secure coding

prevent SQL injection or phishing.
E-commerce (Amazon, Flipkart):

« Communication ensures safe payment gateway connections.

e Web technology secures customer accounts, product data, and servers.
Communication and web technologies are at the heart of cyberspace. Without cybersecurity,
they become easy targets for cybercriminals. By using encryption, secure protocols,
firewalls, authentication, and safe coding practices, we can ensure safe and trustworthy

digital communication and web services.

ARCHITECTURE DIAGRAM OF COMMUNICATION & WEB
TECHNOLOGY IN CYBERSECURITY

User Layer
(People, Devices, Clients)

v

Web Technology Layer
(Browsers, Web Servers, Web Apptabases)

Security Layer
Il (Covers All)

. . Encryption,
Communication Layer " Firewalls, IDS/IPS,

(Protocols: HTTP/HTTPS, TCP/IP, Email, VPN) MFA, secure

] coding, SSL/TLS,
Policies

Physical/Network Layer
(Cables, Routers, ISPs, Cloud, Data Centers)
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1.6 INTERNET: The Internet is a global system of interconnected computer networks that

communicate using the TCP/IP protocol suite. It enables worldwide communication,
information sharing, and access to services such as email, websites, social media, and e-
commerce.
« Online Banking: Customers can transfer money, pay bills, and check account
balances using internet-enabled banking applications.
e E-commerce (Amazon, Flipkart): Customers shop online, compare products, and
make payments securely via the internet.
1. Communication: Email, video conferencing, instant messaging (e.g., Gmail, Zoom,
WhatsApp).
Education: E-learning platforms (Coursera, SWAYAM, Google Classroom).
Business & E-commerce: Online shopping, advertising, and digital payments.
Research & Information: Google, Wikipedia, digital libraries.
Entertainment: Online games, streaming (YouTube, Netflix, Spotify).

o g~ w N

Social Networking: Facebook, Instagram, Twitter/X.
7. Healthcare: Telemedicine, online appointments, health apps.
1. Global Connectivity — Connects people and businesses worldwide.
2. Access to Information — Quick and easy access to knowledge.
3. Cost-effective Communication — Free/low-cost video calls, emails, chats.
4. Convenience — Online shopping, banking, and services anytime, anywhere.
5. Education & Skill Development — E-learning platforms, online resources.
6. Entertainment — Music, movies, games available 24/7.
1. Cybersecurity Threats — Hacking, phishing, malware attacks.
Privacy Issues — Personal data can be misused.
Addiction & Time Waste — Social media and gaming addiction.
Misinformation — Fake news and misleading content.

Health Problems — Excessive screen time leads to eye strain, stress.

o g~ w D

Digital Divide — Not everyone has equal internet access, especially in rural areas.
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INTERNET STRUCTURE

End User
PC, Mobile

1

Local Network
(LAN/WIi-Fi)

!

ISP
(BSNL, Airtel, etc)

l

[ INTERNET BACKBONE ]

Routers, Servers, Satellites, Cable

L 1

[ Web Servers ] [Email Servers] [Cloud Servers]

Google, Gmail, Yahoo AWS, Azure
Amazon etc

1.7 WORLD WIDE WEB
The World Wide Web (WWW) is a system of interlinked webpages and resources that can

be accessed through the Internet using a web browser.
It uses HTTP/HTTPS protocols, URLS, and is built on top of the Internet.

Real World Example:

e When you open https://www.wikipedia.org or https://www.amazon.com in your

browser, you are accessing the WWW.

e The Internet is the road, and the WWW is like the cars, shops, and information that
travel on it.

Applications of WWW:

1. Information sharing — Accessing knowledge via websites (Wikipedia, news portals).

2. E-commerce — Online shopping (Amazon, Flipkart).

3. Communication — Social media, blogs, discussion forums.

4. Education — Online courses, e-learning platforms (Coursera, BYJU’S).

5. Entertainment — Streaming movies, music, games (YouTube, Netflix).

Advantages of WWW:
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1. Easy and quick access to information globally.

2. Supports communication (emails, chats, social media).

3. Provides e-learning and research opportunities.

4. Online business and financial transactions possible.

5. Facilitates entertainment and multimedia sharing.
Disadvantages of WWW:

1. Security risks — Viruses, phishing, cyberattacks.

2. Misinformation — Fake news, unreliable content.

3. Addiction — Overuse of social media, gaming.
4. Privacy concerns — Personal data misuse.
5

Digital divide — Not everyone has equal access.

[ Web Browser ]

[ WWW ]—>®

\ I » \\ / _
p —@:= ~@=
ol T Cin 7N A N
Websites Web Pages Web Resources

1.7.1 COMPARISONS BETWEEN INTERNET AND WWW
e Internet: Infrastructure (roads, highways, vehicles, signals).

o WWW: Service running on it (cars, shops, information, entertainment).

Feature Internet World Wide Web (WWW)

Definition A global network of A system of interlinked documents
interconnected computers that and resources accessed via the
communicate using TCP/IP Internet using HTTP/HTTPS.
protocols.

Nature Hardware + network infrastructure | Software-based service that runs on
(cables, routers, servers, satellites). | top of the Internet.

Existence Existed before WWW (1960s, Introduced later (1989 by Tim
ARPANET). Berners-Lee).

Access Tools | Requires networking devices, IP Requires web browsers (Chrome,
addresses, ISPs. Firefox, Safari) and URLSs.

Services Email, file transfer (FTP), VolIP, Information sharing through

Provided online games, messaging, remote | websites, hypertext, multimedia, e-
login, WWW, etc. commerce, e-learning, etc.
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Protocols Uses TCP/IP, FTP, SMTP, etc. Uses HTTP/HTTPS (built on top of
Internet).
Example Sending an email via Gmail, Visiting Wikipedia, YouTube,
making a Skype call, using cloud | Amazon via a browser.
storage.
Dependency | Internet can exist without WWW. | WWW cannot exist without Internet.

1.8 ADVENT OF INTERNET(EVOLUTION OF INTERNET):Advent of Internet means
the birth and arrival of the Internet, which started as ARPANET in the 1960s and later grew

into the global network we use today.”

% The advent of the Internet means the beginning, arrival, or introduction of the

Internet into human life and society.

Definition: The advent of the Internet refers to the origin, development, and global spread of

the Internet — a worldwide system of interconnected computer networks that use the TCP/IP

protocol to communicate.

1. 1960s—-ARPANET

e The U.S. Department of Defense created ARPANET for military and research

communication.

o First message sent in 1969 between UCLA and Stanford computers.
2. 1970s— TCP/IP.Protocols

« Vinton Cerf & Robert Kahn developed TCP/IP, standardizing communication.

e Became official in 1983.

National Science Foundation (NSFNET) expanded network to universities and

research institutions.

e Tim Berners-Lee invented the WWW in 1989 (introduced in 1991).

o User-friendly browsers like Mosaic (1993) and later Netscape boosted usage.

5. 2000s Onwards — Commercial & Mobile Internet

o Internet became central to business, communication, and social media.

e Mobile devices, Wi-Fi, and 4G/5G networks expanded accessibility worldwide.
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ADVENT OF INTERNET

1960s [
ARPANET s
The Internet started in the &
1960s as ARPANET, a U.S. :
defense project for secure =
communication =
% TCP/IP protocols were
1980s ? developed in the 1970s,
EXPANSION s forming the foundation
> f d t i
The network expanded to s CEMOCSINSEWO RSN G
universities and research E
institutions through NSFNET @
E25) 1990s
World Wide
2000s /.\ Web (WWW)
Onwards i Tim Berners-Lee invented

WWW in 1989, making the
Internet user-friendly
and accessible

Commercial &
Mobile Internet

Internet spread rapidly
with e-commerce, social
media, mobile Internet,
WI-Fi, and 4G/5G

1.8INTERNET INFRASTRUCTURE FOR DATA TRANSFER AND GOVERNANCE
Infrastructure: It means the foundation or framework that supports a system to work
properly.
Governance: It means the way rules, policies, and decisions are made and implemented
to manage and control an organization, system, or country.
Definition: The Internet Infrastructure is the backbone that enables the transfer of data across
the globe. It includes physical components (like cables and routers), protocols, service
providers, and governance bodies that work together to make the internet reliable, scalable,
and secure.
a. Physical Infrastructure

o Fiber Optic Cables: High-speed cables laid under oceans and across continents to

carry massive amounts of data.
« Routers and Switches: Devices that direct data packets between networks.
« Data Centers: Facilities where servers store and manage web data, cloud computing,

and services.
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ISPs (Internet Service Providers): Companies like Airtel, Jio, or BSNL that provide

internet access to users.

b. Logical Infrastructure

IP Addressing (IPv4/1Pv6): Every device on the internet needs an IP address to
communicate.
DNS (Domain Name System): Translates human-readable domain names (e.g.,
www.google.com) into IP addresses.
Protocols:

o TCP/IP (Transmission Control Protocol/Internet Protocol): Manages data

transmission across networks.
o HTTP/HTTPS: Protocols used to access web resources.

o FTP: Used for transferring files between systems.

Data Transfer Process

1.
2.
3.
4.
S.

A user requests data via a browser.

The request goes through the ISP to the DNS, which resolves the domain.
The request travels via routers and cables to the target server.

The server responds with data, which is broken into packets and travels back.

Packets are reassembled at the user's end to display the web page or file.

Governance of the Internet

There is no single organization that owns the internet. Governance involves multiple global

and national bodies:

a. ICANN (Internet Corporation for Assigned Names and Numbers):

Manages domain names, IP address allocation.

b. IETF (Internet Engineering Task Force):

Develops and promotes internet standards.

¢. W3C (World Wide Web Consortium):

Sets standards for web technologies like HTML, CSS.
d. ISOC (Internet Society):

Promotes open development and use of the internet.

e. National Regulatory Authorities (e.g., TRAI in India):

Regulate internet usage, data privacy, and telecom policies.

Real-World Example

When a student in Mysore accesses an online class on Google Meet:

The video data is routed via local ISP (e.qg., Jio),
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o Transferred through undersea fiber optic cables,

o Handled by routers and data centers in different countries,

« Maintained and governed by standards from bodies like IETF and ICANN.
The Internet Infrastructure is a complex global network of physical and logical systems that
allow seamless and secure data transfer. Its governance is maintained by international
collaborations to ensure openness, neutrality, and regulation, supporting everything from

communication to e-commerce and education

User Device Governance Bodies
(Mobile, Laptop, etc.)

‘ ICANN — Domain & IP
Local ISP Management

(e.g., Jio, Airtel)

I[ETF  — Internet Standards

W3C — Web Standards
DNS Server

(Resolves Domain Nane to IP) ISOC — Internet Policies

|

TRAI — National Regulations
(India)

Internet Backbone
(Fiber Optic Cables, Routers)

!

Data Sent Back to User
(Follow same path in reverse)

Diagram 1.8 Internet Infrastructure for data transfer and governance

1.9 INTERNET SOCIETY
The Internet Society (ISOC) is a non-profit international organization that works to

ensure the open development, evolution, and use of the Internet for the benefit of all people
throughout the world.

e Founded in 1992

e Headquartered in Reston, Virginia (USA) and Geneva, Switzerland

e Supports and promotes internet access, policy, standards, and security

ISOC plays a key role in making the Internet safer and more secure. Here's how:
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1. Internet Standards (via IETF)
e ISOC is the parent organization of the Internet Engineering Task Force (IETF).
o |IETF develops technical standards that improve internet security, such as:
o TLS (Transport Layer Security) — for secure communication
o IPSec — secure Internet Protocol
o DNSSEC - for secure DNS operations
2. Promotes Secure Internet Practices
e ISOC educates governments, developers, and users on:
o Data privacy
o Encryption
o Secure communication
« Conducts workshops and webinars globally
3. Cybersecurity Policy Advocacy
« Works with governments and regulators to:
o Develop strong cybersecurity policies
o Ensure freedom and privacy are protected
e Opposes laws that weaken encryption or compromise security
4. Internet Governance
e ISOC participates in global discussions on cybersecurity (e.g., ICANN, IGF)
o Encourages multi-stakeholder approaches (governments, tech, civil society)
5. Capacity Building and Training
o Offers training programs to:
o Build skills in secure network design
o Promote awareness of cyber threats like phishing, malware, hacking

Example of ISOC’s Work in Cybersecurity

In Africa and Asia, ISOC has launched programs to strengthen local cybersecurity
infrastructure, training network engineers and policy makers to prevent and respond to

cyber attacks.

Standards Development Supports IETF to build secure internet protocols

Education & Awareness Promotes cybersecurity knowledge through training

Policy & Advocacy Fights for strong encryption and internet privacy

Internet Governance Participates in global cybersecurity discussions

Support for Global Access | Helps underdeveloped countries improve their cyber defense
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The Internet Society (ISOC) is a powerful force behind making the internet a secure, open,
and trustworthy platform. In cybersecurity, its role is to:

o Develop technical standards

e Advocate for strong policies

o Educate and train people globally

Internet DOLE OF 1SOC
@ Society | CYBERSECURITY

Internet Standards (via IETF)
ISOC is the parent organization of the
Internet Engineering Task Force (IETF).
IETF develops technical standards such as
TLS (Transport Layer Security), P

IPSec (secure Internet Protocol), 7DNSSEC
(secure DNS operations)

Promotes Secure Internet Practices
ISOC educates governments, developers, and
users on data privacy, encryption, and

secure communication. Conducts

workshops and webinars

Cybersecurity Policy Advocacy
Works with governments and regulators

to develop strong cybersecurity policies,
ensure freedom and privacy are protected
Opposes laws that weaken encryption or crft

Internet Governance

ISOC participates in global discussions

on cybersecurity (e.g, ICANN, IGF)

Encourages multi-stakeholder approaches
governments, tech, civil society

Capacity Building and Training

Offers training programs to build skills in secure

network design and promote ewareness
of cyber threats usch as phishing,

1.9 REGULATION OF CYBERSPACE
Regulation means the control, direction, or management of activities using rules, laws, or

guidelines set by an authority (like government, organizations, or institutions).
% Cyberspace refers to the virtual environment of the Internet where communication,
data exchange, business transactions, and social interactions take place.
++ Since it has no geographical boundaries, it is vulnerable to cybercrimes, privacy

violations, and misuse. Hence, regulation of cyberspace is essential.

Regulation of cyberspace means establishing laws, policies, and governance mechanisms to
control online behavior, ensure data security, and protect individual rights while maintaining

national and global security.
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1.To prevent cybercrimes like hacking, phishing, identity theft.

2.To ensure data privacy and protection of users.

3.To control misuse of technology (fake news, cyber terrorism, child exploitation).
4.To maintain cybersecurity and trust in digital systems.

5.To balance security and individual freedom online.

1. National Laws —e.g.,

o India: IT Act 2000 (Amendment 2008), DPDP Act 2023.
o USA: Computer Fraud and Abuse Act.
o EU: GDPR for data protection.

2. International Treaties — e.g., Budapest Convention on Cybercrime.

3. Internet Governance Bodies — ICANN, ITU, UN, Internet Society.

4. Private Sector & Self-Regulation — Companies like Google, Microsoft, Meta

enforce cybersecurity policies.
@ Real-World Example

e InIndia, the IT Act 2000 punishes hacking, identity theft, and cyber terrorism.

e The GDPR in Europe regulates how companies collect and use personal data.
Regulation of cyberspace is vital to ensure a safe, secure, and trustworthy digital
environment. Effective regulation must balance cybersecurity, privacy, freedom of
expression, and innovation, making cyberspace beneficial for individuals, businesses, and

nations.

REGULATION OF CYBERSPACE

CYBER INTERNET
LAWS GOVERNANCE
STANDARDS

1.9 CONCEPTS OF CYBERSECURITY

Definition :Cybersecurity refers to the practice of protecting computer systems, networks,

REGULATION
OF CYBERSPACE

applications, and data from unauthorized access, attacks, damage, or theft.

It involves the use of technologies, policies, and practices to safeguard digital assets.

Jsscacs 2025-2026 Ms. Roopa




CYBER SECURITY

+ Cybersecurity is the backbone of the digital world, ensuring that technology, data,
and services are safe, reliable, and trustworthy.
+ While it has challenges such as cost and complexity, its importance in protecting

individuals, organizations, and nations from cyber threats is undeniable.

o 2023-2024 MOVEIt Cyberattack (Global Ransomware Attack)
o A Russian ransomware group exploited vulnerabilities in the MOVEit file
transfer software.
o It affected hundreds of organizations worldwide, including government
agencies, universities, and corporations.
o Millions of personal records were exposed.
This shows why strong cybersecurity measures are essential in today’s

digital world.

1. Protects sensitive data (banking, health, government).
2. Prevents cybercrimes (hacking, ransomware, identity theft).
Ensures business continuity by avoiding disruptions.
. Safeguards national security from cyber warfare/terrorism.

3
4
5. Maintains user trust and privacy in digital services.
A

Banking & Finance — Securing online transactions.
E-commerce — Protecting customer payment data.
Healthcare — Safeguarding patient records.
Government & Defense — Preventing cyber espionage.

1

2

3

4

5. Education — Protecting online learning platforms.

6. Cloud Computing — Data encryption & access control.
A

Protects against data breaches & cybercrimes.
Ensures confidentiality, integrity, and availability of data.
Improves customer trust and reputation of organizations.

Helps in compliance with laws (GDPR, IT Act).

a > W e

Enhances digital innovation in a safe environment.
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1. High cost of implementation (firewalls, monitoring tools, experts).

2. Requires constant updates to fight evolving threats.

3. May cause complexity and inconvenience for users (passwords, multi-factor
authentication).

4. Still not 100% secure — new threats emerge daily.

5. Over-regulation may lead to privacy concerns.

Definition Real-World Example
Protecting computer systems, 2028-2024 MOVEit Cyberattack
netwarks, applications, and data
from unauthorized access, Elobal Ransomware:Attagk
attacks, damage, or theft
e \
Applications of
Need for Cybersecurity Cybersecurity
Protects sensitive data CONCEPTS OF Banking & finance
: E-commerce
Prevents cybercrimes
vb " CYBERSECURITY T i
Ensures-business continuity
Safeguards national security / “\ Government &defense
Maintains user trust and privacy f \ Education
:f | Cloud computing )
' /
Advantages / \ Disadvantages
Protects against data breaches /

& cybercrimes !
Ensures contidentiality, integrity, ‘
and availability of data i
Improves customer trust and

| reputation of organizations ‘

High cost of implementation
Requires constant updates

May cause complexity and inconven-
nience for users

Still not 100% secure - new threats

\ emerge daily

1.10 ISSUES AND CHALLENGES OF CYBERSECURITY
Cybersecurity issues refer to the problems and risks faced by individuals, businesses, and
governments in securing their data, systems, and networks from attacks.
4 The issues of cybersecurity are diverse—ranging from malware to insider threats, cloud
vulnerabilities, and legal challenges.
+ Tackling them requires strong security policies, advanced technology, legal
frameworks, and continuous user awareness.
1.Malware and VirusesMalicious software such as worms, trojans, ransomware, and spyware
infect systems, steal data, or damage resources.
Example: Ransomware like WannaCry locks user files and demands money to restore them.
2.Phishing and Social Engineering; Attackers trick users into revealing sensitive data (like
bank details, passwords) through fake emails, websites, or messages.

Example: Fake “bank login” links sent via SMS or email.
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3.Data Breaches; Unauthorized access to personal or organizational data leads to financial loss
and privacy violations.
Example: Big companies like Yahoo and Facebook have faced massive data breaches.
4. Weak Passwords and Authentication Issues:Many users rely on simple, guessable
passwords or reuse the same password across platforms.
o Lack of multi-factor authentication increases risk of hacking.
5. Denial of Service (DoS) and DDoS Attacks
o Attackers overload a system, website, or server with fake traffic, making it
unavailable for legitimate users.
« Example: Major e-commerce sites targeted during festive sales.
6. Insider Threats
o Employees, contractors, or trusted partners may misuse access privileges, either
accidentally or intentionally.
« Example: An employee leaking confidential business data to competitors.
7. 10T and Mobile Device Vulnerabilities
« Billions of connected devices (smart TVs, cameras, wearables) often lack strong
security, making them easy targets.
o Mobile apps with poor coding also leak sensitive data.
8. Cloud Security Issues
« Cloud storage offers convenience but raises concerns like data loss, hacking, and
unauthorized third-party access.
o Example: Misconfigured cloud servers exposing sensitive data.
9. Advanced Persistent Threats (APTS)
« Highly skilled hackers target organizations/governments for long-term espionage.
« They remain hidden inside networks for months, stealing sensitive information.
10. Legal and Jurisdiction Issues
o Cybercrimes often cross international borders, but different countries have different
laws, making enforcement difficult.

« Example: A hacker sitting in one country can attack banks in another country.

Challenges of Cybersecurity :Cybersecurity is not only about technology but also about

people, processes, and laws. As threats keep evolving, organizations and individuals face

multiple challenges in protecting their systems.

Jsscacs 2025-2026 Ms. Roopa




CYBER SECURITY

The challenges of cybersecurity are complex because threats evolve faster than defenses. To
overcome them, organizations need:
« Continuous employee awareness programs
e Investment in modern security tools
« International cooperation in cyber laws
o Skilled cybersecurity professionals
1. Rapidly Evolving Cyber Threats
o Hackers continuously develop new attack techniques (zero-day exploits,
ransomware variants, Al-driven attacks).
e Security systems must be updated constantly, but attackers usually act faster.
o Example: New ransomware families spread within hours before security patches are
released.
2. Lack of User Awareness and Training
« Many cyber incidents occur due to human error, like clicking phishing links or using
weak passwords.
o Lack of basic cyber hygiene among employees and individuals is a major challenge.
o Example: Employees falling for fake “CEO emails” in business email compromise
scams.
3. Shortage of Skilled Cybersecurity Professionals
o There is a global shortage of trained experts in areas like network security, cloud
security, Al in security, and forensics.
« Organizations struggle to hire professionals to monitor and prevent attacks.
4. Insider Threats
« Employees or trusted users may misuse access intentionally (for revenge, money) or
unintentionally (by negligence).
o Detecting insider threats is harder than stopping external hackers.
o Example: An employee leaking company trade secrets to competitors.
5. Securing Cloud Environments
e As businesses shift to cloud computing, challenges arise in data privacy, multi-
tenant security, and third-party risks.

e Misconfigured cloud storage often leads to major data leaks.
6. 10T and BYOD (Bring Your Own Device) Risks
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Billions of smart devices (1oT) like CCTV cameras, smartwatches, and personal
devices lack proper security updates.
When employees connect personal devices to company networks, it creates

vulnerabilities.

7. Regulatory and Legal Challenges

8. H

Cybercrime often involves multiple countries, but laws differ from nation to nation.
Lack of unified global cyber laws makes prosecution of cybercriminals difficult.
Example: A hacker from one country attacking a bank in another country with weak
extradition laws.

igh Cost of Cybersecurity Implementation
Small and medium-sized businesses find it expensive to invest in advanced firewalls,
intrusion detection systems, and skilled experts.

Attackers often target these weaker organizations.

9. Balancing Security with Usability

Strong security (multi-factor authentication, strict firewalls) may reduce ease of use.

Organizations must balance convenience and protection, which is difficult.

10. Cyber Warfare and State-Sponsored Attacks

Nation-states sponsor hackers to attack other countries’ power grids, defense systems,
or financial institutions.
These sophisticated attacks are extremely hard to defend against.

Example: The Stuxnet worm used to target Iran’s nuclear facilities.
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