 UNIT 3 :  Using Common Android APIs  :
Commonly used Android APIs include those related to Google Fit for fitness tracking, Crashlytics for crash reporting, and Google Ads for advertising. These APIs are part of Google Play services and are widely used by Android app developers. 
1. Google Fit APIs:
1. Purpose: Used for fitness tracking, allowing apps to read and record fitness data, including from Bluetooth devices, and associate data with sessions.
1. Compatibility: Supported on Android 4.1 (API level 16) and higher.
1. Features:
2. Reading near-real-time and historical data.
2. Recording activities and associating data with sessions.
2. Setting fitness goals. 
2. Crashlytics:
1. Purpose: A crash reporting API that helps developers identify and fix crashes in their apps. 
1. Features:
1. Crash reporting and analysis. 
1. A/B testing. 
1. Performance monitoring. 
3. Google Ads API:
1. Purpose: Used for displaying advertisements within Android apps. 
1. Features:
1. Serving ads to users. 
1. Tracking ad impressions and clicks. 
1. Ad reporting and analytics. 
4. Branch Metrics API: 
1. Purpose: Deep linking API for creating and managing deep links in Android apps. 
1. Features:
1. Creating deep links. 
1. Managing deep link redirects. 
1. Tracking deep link performance. 

Using android data  and Storage APIs :
APIs (Application Programming Interfaces) in Android are a set of tools, protocols, and definitions that allow developers to interact with Android's operating system, hardware, and other services. They provide a way for different software components to communicate and interact with each other. Android offers a rich set of APIs that enable developers to build robust, feature-rich applications.
Android provides a range of APIs for data storage and management, which allow developers to store, retrieve, and manage data in their applications. These APIs cater to different use cases, from simple key-value storage to complex databases and cloud storage.
Some of the storage options offered by Android.
Following are some of the storage options offered by Android
1. Storage on the Inside
2. External Storage
3. Shared Preferences
4. Android Databases
1. Storage on the Inside :
When you install an app on your phone, the Android operating system will give you some form of secret internal storage where the app can store its private data. No other application has access to this information, When you uninstall an application, all of the data associated with it is also removed.
To save a file to the internal storage, you must first obtain it from the internal directory. You can do this by calling the getFilesDir() or getCacheDir() methods. The getFilesDir() method returns the absolute path to the directory where files are created on the filesystem. getCacheDir() returns the absolute path to the filesystem's application-specific cache directory.
getFilesDir(): Used to store persistent files that belong to the app.
Example: File filesDircontext.getFilesDir();
File myFile new File(filesDir, "myfile.txt");
getCacheDir(): Used to store temporary files that can be deleted by the system to free up space.
Example: File cacheDircontext.getCachelir();
File myCacheFile new File(cacheDir, "mycachefile.tmp");
The internal storage can be used when you need some confidential data for your application. Another thing to keep in mind is that if your app is storing data that may be utilized by other apps, you should avoid using internal storage since when you remove the app, all of your data will be gone, and other apps will never have access to that data. For instance, if your app is downloading a pdf or storing an image or video that might be used by other apps, you shouldn't use internal storage.
External Storage 
Most Android devices have relatively low internal storage. As a result, we keep our data on an external storage device. These storage units are accessible to everyone, which means they can be accessed by all of your device's applications. You can also access the storage by connecting your mobile device to a computer. You must obtain the READ EXTERNAL STORAGE permission from the user in order to gain access to the external storage. As a result, any application with this permission has access to your app's data.
To read from or write to external storage, you need to declare the appropriate permissions in your AndroidManifest.xml:
<uses-permission.
android:name="android.permission.READ EXTERNAL STORAGE" />
<uses-permission
android:name="android.permission.WRITE EXTERNAL STORAGE" />
Shared Access: External storage can be accessed by any app with the appropriate permissions, making it less secure than internal storage.
Permission Handling: Proper permission handling is crucial to ensure your app can read from and write to external storage.
Public vs. App-Specific Directories: Use public directories for files intended to be shared with other apps and app-specific directories for files that are only relevant to your app but don't need to be private.
You can use external storage if the data that your application stores can be used by other applications. Additionally, if the file stored by your application is huge, such as a video, you can save it to external storage. You can use external storage to keep the data even after uninstalling the application.
Using the Shared Preferences.
You can use the shared preferences if you only have a little amount of data to keep and don't want to use the internal storage. Shared Preferences are used to store data in a key-value format, which means you'll have one key and the associated data or value will be stored depending on that key. The data saved in the shared preferences will remain with the application until you delete it from your phone. All shared preferences will be deleted from the device if you uninstall the application.
You can get a SharedPreferences object by calling getSharedPreferences() or getPreferences().
getSharedPreferences() is used when you need multiple preferences files identified by name.
getPreferences() is used when you only need one preferences file for the activity.
Example: SharedPreferencessharedPrefgetSharedPreferences("MyPrefs",
Context.MODE_PRIVATE);
You can utilize the shared preference in your application when the data you want to store is relatively little. It's not a good idea to save more than 100 kilobytes of data in shared preferences. In addition, if you wish to keep tiny and private data, you can use Android's shared preferences.
Using Android Database
Databases are collections of data that are organized and saved for future use. Using a Database Management System, you can store any type of data in your database. All you have to do is establish the database and use one query to perform all of the operations, such as insertion, deletion, and searching. The query will be passed to the database, which will return the desired output. In Android, an SQLite database is an example of a database.
A database is useful when you need to keep track of structured data. A database can hold any type of information. So, if your data is large and you want to retrieve it quickly, you can use a database and store it in a structured; style.
Managing data using SQlite :
SQlite is a lightweight, serverless, database engine widely used in mobile application development for storing data locally on a device. It's a file-based database, meaning the entire database is stored in a single file, making it easy to manage and distribute. SQLite uses SQL (Structured Query Language) for interacting with the database, allowing developers to create, read, update, and delete (CRUD) data. 
Key Aspects of Using SQLite in Mobile Development:
Database Creation:SQLite databases are created as files. You can either create a new database or open an existing one. 
Schema Definition:Define the structure of your database by creating tables, specifying columns, data types, and constraints. 
SQL Queries:Use SQL statements to interact with the database, including CREATE TABLE, INSERT, SELECT, UPDATE, and DELETE. 
Data Persistence:SQLite ensures data persistence, meaning the data is saved even when the app is closed and reopened. 
Transactions:SQLite supports transactions, ensuring data consistency by treating a series of operations as a single unit, either all succeeding or all failing. 
SQLiteOpenHelper:This class simplifies database creation and management, handling database creation, upgrades, and downgrades. 
ContentValues: Used for inserting or updating data in the database. It stores key-value pairs representing column names and their corresponding values. 
Cursor:A pointer used to access and retrieve data from a query result set.
What is SQLite Database? 
Android SQLite Database is an open-source database provided in Android that is used to store data inside the user’s device in the form of a Text file. We can perform many operations on this data such as adding new data, updating, reading, and deleting this data. SQLite is an offline database that is locally stored in the user’s device and we do not have to create any connection to connect to this database. 
Important Methods in SQLite Database.
Below are the several important methods that we will be using in this SQLite database integration in Android. 

	Method
	Description

	getColumnNames()
	This method is used to get the Array of column names of our SQLite table. 

	getCount()
	This method will return the number of rows in the cursor. 

	isClosed()
	This method returns a Boolean value when our cursor is closed. 

	getColumnCount()
	This method returns the total number of columns present in our table. 

	getColumnName(int columnIndex)
	This method will return the name of the column when we passed the index of our column in it. 

	getColumnIndex(String columnName)
	This method will return the index of our column from the name of the column.

	getPosition()
	This method will return the current position of our cursor in our table. 


Sharing data between application with content provider :
In Android , Content Providers are a very important component that serves the purpose of a relational database to store the data of applications. The role of the content provider in the android system is like a central repository in which data of the applications are stored, and it facilitates other applications to securely access and modifies that data based on the user requirements. 
Android system allows the content provider to store the application data in several ways. Users can manage to store the application data like images, audio, videos, and personal contact information by storing them in SQLite Database , in files , or even on a network . 
In order to share the data, content providers have certain permissions that are used to grant or restrict the rights to other applications to interfere with the data.
Content URI :
Content URI(Uniform Resource Identifier) is the key concept of Content providers. To access the data from a content provider, URI is used as a query string.
Structure of a Content URI: content://authority/optionalPath/optionalID 
Details of different parts of Content URI:
1. Content: Mandatory part of the URI as it represents that the given URI is a Content URI.
1. authority : Signifies the name of the content provider like contacts, browser, etc. This part must be unique for every content provider.
1. optionalPath: Specifies the type of data provided by the content provider. It is essential as this part helps content providers to support different types of data that are not related to each other like audio and video files.
1. optionalID: It is a numeric value that is used when there is a need to access a particular record.If an ID is mentioned in a URI then it is an id-based URI otherwise a directory-based URI.
Operations in Content Provider :
Four fundamental operations are possible in Content Provider namely Create , Read , Update , and Delete . These operations are often termed as CRUD operations .
1. Create: Operation to create data in a content provider.
1. Read: Used to fetch data from a content provider.
1. Update: To modify existing data.
1. Delete: To remove existing data from the storage.
Working of the Content Provider
UI components of android applications like Activity and Fragments use an object CursorLoader to send query requests to ContentResolver. The ContentResolver object sends requests (like create, read, update, and delete) to the ContentProvider as a client. After receiving a request, ContentProvider process it and returns the desired result. Below is a diagram to represent these processes in pictorial form.
[image: Working of content provider]
Creating a Content Provider :
Following are the steps which are essential to follow in order to create a Content Provider:
1. Create a class in the same directory where the that MainActivity file resides and this class must extend the ContentProvider base class.
1. To access the content, define a content provider URI address.
1. Create a database to store the application data.
1. Implement the six abstract methods of ContentProvider class.
1. Register the content provider in AndroidManifest.xml file using <provider>tag .
Following are the six abstract methods and their description which are essential to override as the part of Content  Provider class.
query(): A method that accepts arguments and fetches the data from the desired table.Data is retired as a cursor object.
insert(); To insert a new row in the database of the content provider. It returns the content URI of the inserted row.
update(): This method is used to update the fields of an existing row. It returns the number of rows updated.
delete(): This method is used to delete the existing rows. It returns the number of rows deleted.
getType(): This method returns the Multipurpose Internet Mail Extension(MIME), type of data to the given Content URI.
onCreate(): As the content provider is created, the android system calls this method immediately to initialise the provider.

Using Android Networking APIs :
Android networking APIs enable mobile apps to connect to the internet,exchange data, and communicate with servers , using protocols like HTTP, TCP/IP and wifi
Popular libraries like OkHttp, Retrofit and Volley.
Here are more detailed explanation of android networking APIs :
2. Why networking is important in android development .
*Mobile application often rely on network connectivity to deliver dynamic content enable social features, offload processing to servers and store data beyond device limitations.
* Networking allows apps to fetch data from remote sources send request to servers and interact with other devices or services.
2.  key concepts and protocols.
*HTTP(Hypertext Transfer Protocol) The most common protocol for networked mobile applications, used for transferring data between clients and servers.
*TCP/ IP (Transmission Control Protocol, Internet Protocol)
A suite of protocol that provides the foundation for network communication including establishing connections and transmitting data.
*Wifi : A wireless networking technology that allows devices to connect to the internet or a local network.
* Bluetooth : A wireless technology used for short-range communication between devices.
3. Android Networking APIs and libraries .
* Java.net package :Provides  core networking functionality similar to java’s networking.
*okHTTP :  A popular source library for making HTTP requests known for its efficiency and flexibility.
*Retrofit :  A type safe HTTP client library that simplifies the process of making network requests and handling responses.
*Volley : An android library for making HTTP requests developed by google known for its ease of use and performance.
*Broadcast Receiver : Used to motion network connectivity changes and take appropriate actions.
4. Best practices for android networking.
*Background threads : Perform network operations on a background thread to avoid blocking the UI and maintaining a responsive application .
*Caching : Implement caching mechanisms to store frequently accessed data locally improving performance and reducing network traffic.
* Offline support : Design your application to handle situations where network connectivity is unavailable.
*Error handling : Implement robust error handling to gracefully manage network issues and provide information feedback to the user.
* Security : Use secure protocols like SSL/TLS to protect sensitive data during transmission.
* Permissions : Declare the necessary internet permission in your android manifest file .

Using Android web APIs  :
Web APIs are crucial for accessing external  data and services allowing apps to interact with the internet and other applications enhancing functionality and user experience .Here’s breakdown of using web APIs in android development 
What are web API
    Web APIs are interfaces that allow different applications to communicate and exchange data over the internet typically using protocols like HTTP or HTTPS.
Purpose :They enable android apps to access data from external sources, such as databases ,  social media platforms or other web services.
Examples : Common examples include google maps  API, weather APIs , social media APIs , and APIs for e- commerce platforms .
Why use web APIs in android development :
Extending functionality :APIs allow to  add features and  functionalities to your app without having to build everything from scratch .
Data Access : They provide a way to access real time data , such as weather updates, location information or user data from other services.
Integration : APIs facilitate integration without other application and services , creating a more seamless user experience .
Standardization : APIs help standardize the process of integrating different functionalities into a mobile application , making development more efficient .

How to use web APIs in android development :
1 .Identifiy the API :Determine which API you need to use based on the functionality you want to add to your app.
2.Obtain API key / Credentials :  Many APIs require an API key or other credentials for authentication .
3. Choose a library / Framework : select a library to handle network requests (eg. Retrofit, Volley).
4. Make API Calls :use the chosen library to send requests to the API and handle the responses .
5. Parse the response : Process the data received from the API and display it in your app.
Common use cases :
*Fetching user data : Retrieve user profiles , posts or other data from a backend server .
* Social media integration : Allow users to log in with social media accounting or share content on social  mediaplatforms .

Deploying android application to the world :
         Deploying an android application involves several stages from development and testing to building signing and publishing it through a platform like google play.
A typical workflow includes through testing generating a release build creating an initial internal release for feedback and finally making the app available to the public.
Here’s a more detailed breakdown :
1. Development and testing :
*coding and features implementation develop the apps functionality using android studio and the android SDK.
*Testing :  Perform extensive testing , including unit tests , integration tests, and manual testing on both emulators and physical devices.
*Automated tests: run automated tests to ensure the app function correctly and doesn’t break during development.
*Shrinking and Obfuscation :  Enable shrinking and obfuscation in your build to reduce app size and make the code harder to reverse engineer.
*Release Build : Generate a release build of your app on a physical device to verify it’s working correctly .

2. Preparing for deployment: 
*Google play console account : If you plan to release through  Google play. Create a Google play console account and a Google merchant account if you plan to offer in-app purchases.
*App Bundle vs. APK : Consider using android app bundles ,(AAB) for more flexible delivery to users with different device configurations.
* Signing your app :  Sign your app with  key to verify its authenticity and security you can choose to use the default key or create your own .
*Application icons and image : prepare and provide icons and images that will represent your application on the google playstore.

3.Deployment and publication : 
*Internal release : create an internal release to distribute your app to a limited group of testers for feedback.
*Public Release :  Once you’re satisfied with the app’s quality and functionality publish it to google play or other app marketplaces.
*App store listing : create a app store listing with a clear description screenshots , and details to attract users.
* Content Rating : Obtain a content rating for your app to ensure it’s appropriate for the target audience.
*Update Management : plan for future updates and releases to keep your app up-to-date and improve the user experience .
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